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TOM TAT

Bai bao trinh bay nghién ciru ung dung cong nghé nhdn dién khuon mat sw dung thudt toan
Haar Cascade dé phat hién khuén mat va LBPH (Local Binary Patterns Histogram) dé nhdn dién
khuén mat, tich hop trong hé thong diéu khién khéa cira trén canh xe 6 t6 Hyundai Vios. Thi nghiém
duwoc tién hanh trén 10 nguoi tham gia, moi nguoi thuc hién nhdn dién 50 lan, nham déanh gia do
chinh xdc ciia hé thong. Két qua cho thdy d chinh xdc trung binh dao dong tir 55,5% dén 56,2% doi
Véi cdc ca nhdn c6 trong dir liéu nhdn dang va 32% dén 34,4% doi véi cdac cd nhan khéng cé trong
dir liéu nhdn dang. Cdc thi nghiém b sung vé anh huéng ciia khodng cdch va diéu kién dnh sdang
ciing duwoc thyc hién. Do chinh xdc nhan dién giam dan khi khoang cach twr camera dén khudn mat
ting lén, tir 53,7% ¢ khodng cdch 30 cm xudng con 18% 6 khodng cdch 120 em. Pdc biét, diéu kién
anh sang co anh huong rat Ién dén hiéu sudt nhan dién, véi dé tin cdy trung binh dat 54,7% trong
diéu kién dnh sang tot, nhung chi con 8,4% trong diéu kién anh sang kém. Két qud nghién ciru cho
thdy hé thong nhdn dién khudn mdt ndy phit hop trong diéu kién khodang cdch gan va anh sing dady
du.

Tw khéa: Nhan dién khuon mat;, Haar Cascade; LBPH,; Khoang cach va diéu kién danh
sang,; Hé thong mo khoa 6 to.

ABSTRACT

This paper presents a study on the application of facial recognition technology using the
Haar Cascade algorithm for face detection and the LBPH (Local Binary Patterns Histogram)
algorithm for face recognition, integrated into the door lock control system on the door panel
of a Hyundai Vios car. The experiment was conducted with 10 participants, each performing
50 recognition attempts, to evaluate the system's accuracy. The results showed that the average
accuracy ranged from 55.5% to 56.2% for individuals included in the recognition dataset and from
32% to 34.4% for individuals not present in the dataset. Additional experiments were carried out &
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to examine the impact of distance and lighting conditions. Recognition accuracy decreased as the
distance from the camera to the face increased, from 53.7% at a distance of 30 cm to only 18% at
120 cm. Notably, lighting conditions had a significant influence on recognition performance, with
an average confidence level of 54.7% under good lighting conditions, dropping to just 8.4% under
poor lighting. The research results indicate that this facial recognition system is suitable for short-
range applications and environments with adequate lighting.

Keywords: Face Recognition, Haar Cascade; LBPH (Local Binary Patterns Histogram),;
Distance and Lighting Conditions, Door Lock Control System.

1. GIOI THIEU

Trong thoi dai cong nghé sb phat trién
manh mg, an toan va bao mat phuong ti¢n giao
thong ngay cang dugc quan tam. Cac phuong
phap truyén théng nhu s dung chia khoa co
hoc hay hé théng khoa dién tir c6 thé bi danh
cap, sao chép hodc bé khoa, gy ra nhiéu rii ro
cho chu s& hitu xe. Vi vay, cac gidi phap mo
khoa 6 to béng cong ngh¢ sinh tric hoc, dic
biét [a nhan di¢n khuon mat, dang thu hut su
quan tdm cia cac nha nghién ciru va phat trién
hé théng an ninh thong minh.

Nhan di¢n khuén mat [a mot trong
nhitng phuong phap xac thuc sinh tric hoc
hién dai, c6 thé x4c dinh danh tinh ngudi ding
nhanh chong, thuan tién ma khong can tiép xuc
vat Iy. Trong bai bao nay, chung toi dé xuét
mot hé théng mo khoéa 6 t6 dua trén cong nghé
nhén dién khuon mat, tng dung thuat toan Haar
Cascade dé phat hién khuon mit va thuat toan
LBPH (Local Binary Patterns Histograms) dé
nhén dién. Thuat todn Haar Cascade giup xac
dinh vung chtra khuén mat mot cach hi¢u qua,
trong khi LBPH 1a mdt phuong phap don gian
nhung manh mé trong viéc nhan di¢n khudn
mat voi d0 chinh xac cao.

Céc nghién ctru trude ddy da chi ra rang
nhan dién khuon mat 1a mét giai phap day tiém

nang cho hé théng bao mat phuong tién. Viola
va Jones (2001) da gidi thi¢u thuat toan Haar
Cascade dé phat hién khuon mit trong thoi gian
thuc bang cach sir dung cac dic trung Haar va
mo hinh cascade classifier [1]. Cong trinh nay
13 nén tang cho nhiéu hé thong phat hién khuon
mat hién nay.

Ahonen et al. (2006) da dé xuét thuat
toan LBPH, mot phuong phap nhan dién khuon
mat dua trén dac trung cuc bo, cho théy hiéu
qua cao trong viéc nhan di¢n khuén mat ngay
ca v6i hinh anh c6 do phéan giai thap [2]. Diéu
nay lam cho LBPH tr¢ thanh mdt lya chon phu
hop cho hé théng nhan dién khuén mat trong
moi truong thuc té.

Trong linh vuc an ninh 6 t6, Kumar et
al. (2019) dd nghién ctru hé thong nhan dién
khudn mit trong xe thong minh, cho thay rang
viéc két hop thuat toan Haar Cascade voi cac
moO hinh nhan di¢n khuon mat gitip tang cuong
kha nang bao mat va tinh tién dung cua phuong
tién [3]. Tuong tu, Patel va Shah (2020) da ting
dung cac mé hinh hoc sau vao hé théng mo
khoéa xe, dat duoc d6 chinh xac cao nhung van
gip kho khan vé hiéu sudt thoi gian thyc [4].

Cécnghién ctru cia Nguyen etal. (2021)
da dé& xuat mot hé théng nhan dién khuon mat
két hop Haar Cascade va LBPH, vdi muc ti€u
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giam chi phi tinh toan trong khi van dam bao do
chinh xac cao trong diéu kién méi truong thay
d6i [5]. Piéu nay cho thay tinh kha thi ctia viéc
su dung LBPH thay vi cdc md6 hinh hoc sau doi
hoi tai nguyén phan cirng manh mé.

Ngoai ra, mot sd nghién ctru khac ciing
tap trung vao viéc cai tién hiéu suét cua thuat toan
nhan dién khuén mat. Ojala et al. (2002) d3 mo
rong phuong phap Local Binary Patterns (LBP)
dé tang cuong kha ning nhan dién trong moi
truong c6 nhiéu bién doi anh sang [7]. Zhang et
al. (2018) da g dung nhan di¢n khudén mat vao
h¢ thong khoa xe thong minh, sir dung cac mo
hinh hoc sau dé nang cao do chinh xac nhung
gip han ché vé toc do xr 1y [8].

Singh va Arora (2022) da thuc hién
mot phan tich so sénh gitra cac thudt toan nhan
dién khuon mat nhu Eigenfaces, Fisherfaces,
va LBPH, cho thdy ring LBPH c6 hiéu suit
6n dinh va phii hop véi cac hé thong thoi gian
thuc do yéu cau phan cung thap hon [9]. Gan
day, Kim va Park (2023) d tdi wu hoa hé thong
nhan dién khuoén mat bang cach st dung mo
hinh CNN nhe, gitp cai thién hi¢u sudt ma
khong lam giam dang ké do chinh xac [10].

Dua trén nhitng nghién ctru trén, bai bao
nay s€ phat trién mot hé théng nhan dién khuon
mit va c6 kha ning trién khai trén cac phuong
tién thuc té. Hé théng nay s€ str dung thuat toan
Haar Cascade dé phat hién khuén mat va LBPH
dé nhan dién, ddam bao su can b?mg gitra hi¢u
suit va do chinh xac. Hé théng su dung mdt
may chi dé phat hién va nhan dién khudén mit,
tin hiéu khuon mat nhén dién s€é dugc gui lén
mang dir li¢u firebase, tir day tin hiéu dong/mo
cua s¢ duoc gui dén bo phat nhan wifi hoac 5G
thuc hién viéc dong/mo xe.

2. HE THONG NHAN DIEN KHUON MAT
PE MO KHOA CUA O TO

—

Firebase

L!--I l

Mach déu khién
mé&khéa

/ Maiycha

Dién thoaithéng minh

Hinh 1. So do6 hé théng nhén dién khuén mat mo
cua o to

Khoa & 16

Hé¢ théng nhén dién khuén mat dé mé
khoa 0 t6 hoat dong nhu sau (hinh 1): Nguoi
dung str dung dién thoai thong minh dé chup
anh hodc quét khuon mat, sau do6 gui dir li¢u
nay té1 may chu. May chu thuc hién cac budc
phat hién va nhan dién khuoén mat b?mg cach
st dung cac thuat toan nhu Haar Cascade va
LBPH. Néu khuon mit dugc nhan di¢n thanh
cong, may chu s€ gui tin hi€u xac nhan tdi
Firebase, mot nén tang co so dit liéu thoi gian
thue, dé tiép tuc xu ly. Firebase dong vai tro
trung gian, nhan tin hiéu tir may chu va chuyén
tiép tin hiéu dén mach diéu khién thong qua vi
diéu khién ESP32. Mach diéu khién, khi nhan
duoc tin hi¢u tir Firebase, s€ xt ly va thuc hién
cac thao tac dong hodc md khoa 6 t6 thong qua
két ndi v6i hé thong khoa vat 1y. Hé thong nay
dam bao tinh bao mat cao nho st dung cong
nghé nhan di¢n khuén mat va hoat dong linh
hoat nho tich hop nén tang dién toan dam may
(Firebase) cung vi diéu khién ESP32.

3.COSOLY THUYET VA THUAT TOAN
NHAN DIEN KHUON MAT SU DUNG
PHUONG PHAP HAAR CASCADE AND
LBPH

Nhan diénkhudénmat béng Haar Cascade
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va LBPH (Local Binary Patterns Histogram) la
hai phuong phap pho bién véi nhitng dic diém
khac nhau. Haar Cascade 1a mot k¥ thuat phat
hién khuon mat dga trén phuong phap hoc may,
sir dung cac dic trung Haar-like dé xac dinh
cac vung c6 kha nang chira khuén mat. Phuong
phap nay hoat dong bang cach phan tich su
khac biét vé do sang giita cac ving trong anh,
sir dung tich phan anh dé ting toc tinh toan,
va ap dung thuat todn Adaboost dé lua chon
cac dic trung quan trong. Cubi ciing, md hinh
Cascade Classifier gitp loai bd nhanh chéng
cac ving khong chira khuon mat dé cai thién
hiéu suit. Mic du Haar Cascade c6 toc do phat
hién nhanh, nhung né thuong kém chinh xéc
khi diéu kién 4nh sang thay ddi hodc khi khuon
mat cé goc nhin khac biét.

HAAR CASCADE

SR

HAAR DESEATE HAAR FLXTLFEE EI}GE FELTUREN 1.BP FE.A‘I'I.IMi
L]

il ..

Hinh 2. So sanh nhdn dién khuon mat bang

phwong phap Haar Cascade va LBPH

Trong khi do, LBPH la mét phuong
phap nhan dién khuén mat dua trén Local
Binary Patterns (LBP), hoat dong bang cach
chia anh thanh cac 6 nhd, sau d6 ma hda mdi
pixel thanh gia tri nhi phan bang cach so sanh
voi cac pixel lan can. Tu do, thuat toan tao ra

cac histogram dic trung dé biéu dién céu tric
khuén mat, gitp nhén dién hi€u qua ngay ca
khi c6 su thay d6i vé anh sang hodc tu thé.
Cubi cung, thuat toan st dung khodng cach
Euclidean hoic Chi-square dé so sanh voi cac
mau da dugce luu trude d6. LBPH c¢6 do chinh
xac cao hon trong nhan dién khuoén mat so véi
Haar Cascade, nhung tde do xur Iy cham hon.

Nhin chung, Haar Cascade phu hop dé
phat hién khudén mdt nhanh chong trong thoi
gian thuc, trong khi LBPH hi¢u qua hon trong
nhan dién khudén mat voi do chinh xac cao, dac
biét trong céc dicu kién anh sang khong dong
nhat.

Hinh 2 chi ra sy khac nhau ctia phuong
phap nhan dién khudén mit bang phuong phap
Haar Cascade va LBPH. Hinh 1 cho thiy Haar
Cascade phat hién khuoén mat dya trén dac
trung Haar-like va caich LBPH chia anh thanh
cac 6 nho dé trich xuat dic trung két cau.

i Bim g s
[

Hinh 3. Thudt toan nhan dién khuon mat bcing
Haar Cascade va LBPH
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Hinh 3 chi ra so dd thuat toan nhan
dién khuon mat bfmg Haar Cascade va LBPH.
Thuat toan nhén di¢n khuén mat sir dung Haar
Cascade va LBPH hoat dong qua hai giai doan
chinh: phat hién va nhan dién. Pau tién, hé
thong doc hinh anh tir camera, chuyén ddi sang
anh xam dé giam thiéu tinh toan. Sau d6, bo
phan loai Haar Cascade dugc nap dé quét va
phat hién cac dac trung khuon mat. Khi phat
hién thanh cong, khuén mat s€ duoc danh
dau béng hinh chit nhat. Tiép theo, thuat toan
LBPH s€ so sanh khuén mat do véi tap dir licu
da duoc huan luyén. Két qua nhan dién di kém
v6i do tin cdy, néu do tin cdy 16n hon 50%, hé
théng s& kiém tra trang thai hoat dong. Néu
trang thai ON, Iénh m¢ khoda s€ dugc thuc thi;
nguoc lai, khoa van giit nguyén. Trudng hop
khong nhan di¢n duoc hodc do tin cay thép, hé
thong s& tra vé két qua sai hodc khong biét. Qua
trinh nay dam bao tinh chinh xac va bao mat
cho hé théng nhan dién khu6n mat.

4. PHUONG PHAP VA POI TUQNG
NGHIEN CcUU

Trong nghién ctru nay, ddi tuwong thi
nghiém 14 canh xe 6 t6 Hyundai Vios, noi lip
dat hé khoa dé diéu khién dong/mé khoa cira
xe. Thi nghiém duoc tién hanh trén tap dir li¢u
gbém 10 ngudi khac nhau dé danh gia do chinh
xéac va sai s6 101 ctia hé théng nhan dién khuén
mat, trong s6 10 ngudi c6 7 nguoi 1a dugc
cai dat trong dir liéu nhan dang khuon mat,
3 nguodi con lai khong c6 trong dir liéu nhan
dang. Phuong phép thi nghiém duoc thyc hién
theo quy trinh cy thé nhu sau: dau tién, thu thap
hinh anh khuoén mat cta 10 doi tuong dé xay
dung co s¢ dir li¢u huin luyén. Tiép theo, hé
thdng nhan dién khuén mit sir dung thuat toan
Haar Cascade dé phéat hién khuén mat va LBPH
(Local Binary Patterns Histogram) dé nhan
dién khuén mat trong diéu kién moi truong

thue té. DO chinh xac nhan dién dwoc danh gia
thong qua viéc so sanh két qua nhan dién dung
hodc sai voi danh tinh thuc té cia timg nguoi.
Bén canh d06, d0 chinh xac cua hé théng tiép tuc
duoc kiém dinh trong cac diéu kién anh sang
khac nhau (4nh sang manh, anh sang yéu, 4nh
sang tu nhién) va & cac khoang céach tir camera
dén khudén mat khac nhau (0,3m, 0,5m, 0,7m,
va 1,2m). Mi diéu kién thi nghiém ciing duoc
1ap lai 50 lan dé thu thap dir liéu mot cach day
da, lam co s& danh gia toan dién do chinh xac
va do tin cdy cua cong nghé¢ nhan dién khuon
mat khi ing dung trén canh xe 6 t6 Hyundai
Vios.

5. KET QUA VA THAO LUAN

Po chinheeac nhian dien kduon wiat (%)

\ng |’_"3.: = '.2'.'5;;.:*_'
Hinh 4. Bo chinh xac cua nhan dién khuon mat
theo so nguoi khac nhau

Hinh 4 chi ra két qua do chinh xac nhan
dién khuon mat cua 10 ngudi trong diéu kién
anh sang binh thuong va khoang cach tir nguoi
dén camera giir cb dinh 40cm. Két qua cho thay
Tung, Lam, Long va Diing, v&1 gid tri trung binh
dao dong tir 53,5% dén 56,2%. Trong d6, nhdm
nguoi co trong dit liéu nhan dang dd chinh xac
trung binh cao nhit 1a Thang (56,2%), tiép theo
la Phuc (56,0%), Ngoc (55,4%), Tung (55,2%),
Long (54,4%), Diing (54,3%), va Lam (53,5%).
b0 tin cay ciia nhdm nay kha on dinh, voi pham
vi dao dong hep va it ngoai I¢. Nguoc lai, nhém
c6 do chinh xéc thp bao gobm Giang, Manh va
Duy khong c6 trong dir li¢u nhan dang. Pac

biét, Duy c6 do tin cdy trung binh thap nhét &
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la 32,0%, theo sau la Manh (33,5%) va Giang
(34,4%). Céac ddi twong ndy co sy phan tan 16n,
thé hién qua cac gia tri ngoai 1¢ va khoang dao
dong rong, dic biét 1a Giang. Két qua nay cho
théy hé théng nhan dién khuén mat hoat dong
hi€u qua vdi cac ca nhan c6 trong dit li¢u nhan
dang va tra vé két qua dung 1a mo ctra 6 t6,
nguoc lai vdi nhitng ca nhan khong cé trong dir
liéu nhan dang, do chinh xac cia Kkét qua nhan
dang s& thip, hé thong s& khong mé cira 6 6.

P& elindueie niim dien ki mit %)

Hinh 5. Bg chinh xdc cua nhan dién khuon mat
theo khoang cdch tir mdt dén camera

Hinh 5 chi ra d0 chinh xac cua nhan
dién khuén mat theo khoang cach tor mat dén
camera. Két qua thi nghiém cho thiy do chinh
xac nhan di¢n khuén mat giam dan khi khoang
cach tir camera dén khudn mit tang lén. Cu thé,
¢ khoang cach 30 cm, d9 tin cdy trung binh dat
53,7%, cho thay day 1a khoang cach tbi uu dé
hé thong nhan dién dat hiéu suat t6t nhat. Khi
khoang cach tang 1én 50 cm, do tin cay gidm
nhe xuéng con 52,0%, nhung van duy tri & murc
tuong ddi cao. Tuy nhién, khi khoang cach ting
1én 70 cm, d¢ tin cdy trung binh giam dang ké
xudng con 43,2%. Do chinh xac tiép tuc suy
giam manh ¢ khoang cach 100 cm, voi gia tri
trung binh chi dat 34,2%. Dang cht y, 6 khoang
cach 120 cm, d6 tin cay trung binh giam xudng
con 18,0%, véi pham vi dao dong rat hep, cho
thdy kha ning nhan dién & khoang cach xa la
rat thép va hé théng hoat dong kém on dinh.

Nhu vay, két qua cho thdy khoang cach

tir camera dén khu6én miat c¢6 anh hudng rd
rét dén do chinh xéac cua hé théng nhan dién.
Khoang cach cang xa, kich thudc khuén mat
trén khung hinh cang nhd, lam gidm kha nang
thu thap dac trung khudn mat chi tiét, dan dén
sai sot trong nhan dién. Diéu nay phu hop véi
cac nghién ctu trudc day, nhu nghién ctru cua
Abate et al. (2007) da chi ra rang chét lugng
nhan dién khuén mat phy thugc manh mé vao
khoang cach va d§ phan giai anh khuén mat.
Dé cai thién hiéu suat nhan dién ¢ khoang cach
xa, ¢6 thé xem xét st dung camera c6 d6 phan
giai cao hon hodc ap dung céac ky thuat xu ly
anh ting cuong nham dam bao kha ning nhan
dién 6n dinh hon trong méi trudng thuc té.

D chuindyseie nbhin dign kdusin mil (%)

Didu kin dnh 4ng 1oL il kidn G0k Shng km

Hinh 6. Do chinh xac cua nhan dién khuon mat
theo diéu kién anh sang

Hinh 6 chi ra d0 chinh xac cua nhan
dién khuon mit phu thudc vao diéu kién anh
sang. Két qua thi nghiém cho thay d6 chinh
xac nhan dién khudén mat phu thudc dang ké
vao diéu kién anh sang. Cu thé, trong diéu kién
anh sang tdt, do tin cay trung binh dat 54,7%,
v6i pham vi dao dong hep va 6n dinh, thé hién
hé théng nhan dién hoat dong hi¢u qua va nhét
quan khi c6 du anh sang. Nguoc lai, trong diéu
kién anh sang kém, d9 tin cay trung binh giam
manh xudng chi con 8,4%. Ngoai ra, két qua
trong moi truong anh sang kém co6 sy phan tan
16n, cho thiy d6 6n dinh cta hé thong bi suy
gidm nghiém trong.
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Két qua nay phu hop voi cac nghién
ctru trude do nhu cua Zhang et al. (2017), chi
ra réng cac thuat toan nhan dién khuoén mat
truyén thong nhu Haar Cascade va LBPH dé bi
anh huong boi diéu kién anh sang, do dic trung
khuon mat thu dugc trong moéi truong anh sang
yéu thuong thiéu chi tiét va do twong phan thap.
Do d6, dé cai thién hiéu sudt nhan dién trong
diéu kién anh sang kém, co thé ap dung cac ky
thuat ting cuong anh hoic sir dung cam bién
camera héng ngoai, hodc nang cép lén cac mo
hinh hoc sau nhu CNN vén ¢ kha ning trich
xuét dic trung manh mé hon va khang nhidu t6t
hon trong méi trudng thyc té.

6. KET LUAN

Nghién ctu da ung dung cong nghé
nhan dién khuén mat st dung thuat todn Haar
Cascade dé phat hién khuon mit va LBPH dé
nhan dién khuén mat, tich hop vao hé¢ théng
diéu khién khoa ctra trén canh xe 6 t6 Hyundai
Vios. Két qua thi nghiém cho thy hé thong c6
d6 chinh xac tuong dbi tot d6i v6i cac ca nhan
c6 trong tap dit liéu huan luyén, voi do tin cay
trung binh tir 55,5% dén 56,2%. Tuy nhién, dbi
v6i cac ca nhan khong cé trong tap dir licu,
dd chinh xéac giam ro rét, chi dat tr 32% dén
34,4%. Bén canh d6, khoang cach va diéu kién
anh sang c6 tac dong 16n dén hiéu suit nhan
dién. Khi khoang cach tir camera dén khuén mat
tang 1én, d6 chinh xac giam dan tir 53,7% & 30
cm xudng con 18% & 120 cm. Trong diéu kién
anh sang tbt, do tin cay trung binh dat 54,7%,
trong khi & diéu kién 4nh sang kém, do tin cay
chi con 8,4%. Két qua nay cho thdy hé thong
nhan dién khudén mat dang nghién ctru phu hop
v6i cac ung dung ¢ khoang cach gan va moi
truong c6 anh sang day du. Dé nang cao hon
nira do chinh x4c va do tin cdy cua hé théng,
cac nghién ctru tiép theo co thé tap trung vao
cai thién chat luong hinh anh dau vao, tdi uu

thuat toan xtr 1y, hodc két hop vé6i cac phuong
phap nhan dién tién tién nhu mang no-ron tich
chap (CNN).
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