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TOM TAT

O nhiém khéng khi va birc xa tir ngoai (UV) dang ngdy cang tré thanh moi nguy hai nghiém
trong déi véi sike khoe cong d&ng va moi truong, dac biét tai cac thanh phé lon va khu vuc do
thi dong ddn. Nghién cu“u nay trinh bay viéc thiét ké va trién khai mot hé thdng giam sat bui min
(PM2.5/PM10) va chi s6 UV theo thoi gian thiee, tiéu thu niang heong thdp, siv dung cong nghé
Internet van vat bang hep (LoRa két hop NB-I0T) tai Khu Céng nghé cao va dwoc hién thi trén giao
dién web. Hé dwoc thiét ké dé chay trén Raspberry Pi, sir dung ngon ngit Python dé xir Iy div liéu
nhdn tir vi diéu khién STM32 théng qua giao thirc truyén song Lora, diF liéu sau khi thu thdp sé dwoc
xit Iy va giki dén mét may chit MOTT (broker) thong qua séng bang tan hep NB-IoT dé phuc vu muc
dich gidm sat tir xa, tir d6 tién hanh phdt trién hé thong phan mém va iing dung hién thi di liéu cdc
théng s6 do theo thoi gian thuc.

Tir khoa: Mo-dun Internet van vit bing tan hep; Mang dién réng cong sudt thap; Hé thong
quan trdc moi truong; Cong nghé truyén thong tam xa; Vi diéu khién STM32.

ABSTRACT

Air pollution and ultraviolet (UV) radiation are becoming increasingly serious threats
to public health and the environment, especially in densely populated urban areas. This study
presents the design and implementation of a real-time, low-power monitoring system for fine
particulate matter (PM2.5/PM10) and UV index using Narrowband Internet of Things (NB-10T)
technology at the High-Tech Park. The system is designed to operate on a Raspberry Pi platform
and utilizes Python to process data received from an STM32 microcontroller via the LoRa wireless
communication protocol. After data acquisition, the information is processed and transmitted to an
MQTT broker using NB-lIoT communication, enabling remote monitoring. The system also includes
the development of supporting software and a real-time data visualization application for end-
users.

Keywords: NB-IOT (Narrowband Internet of Things); LPWAN; Environmental Monitoring
system; LORAWAN; MCU STM32.
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1. TONG QUAN

Trong nhitng nim gan day, nhu cau
giam sat moi truong theo thoi gian thyc ngay
cang ting cao, dic biét trong bdi canh 6 nhiém
khong khi va btrc xa tir ngoai (UV) ngay cang
anh huong nghiém trong dén sirc khoe cong
dong. Viéc xay dung cac hé théng quan tric st
dung cong ngh¢ Internet van vat (IoT) khong
nhiing gitp cai thién kha nang canh bdo som
ma con hd trg qué trinh ra quyét dinh trong
quan ly do thi va quy hoach moi truong.

Trong sd cac cong nghé truyén thong
[oT hién nay, NB-IoT (Narrowband Internet of
Things) n6i 1én nhu mét giai phap 1y tuong cho
cac ung dung yéu cau truyén dit liéu tam xa,
tiéu thu nang luong thip va do tin cdy cao. NB-
IoT 1a mdt cong nghé LPWAN (Low Power
Wide Area Network) duoc tiéu chuan hoa boi
td chitc 3GPP, hoat dong trén nén ha tﬁng mang
di dong hién co (LTE/GSM), cho phép cac thiét
bi [oT hoat dong vai1 thot gian st dung pin 1én
dén 10 nam va vung phii séng rong hon so véi
céc chuan truyén théng nhu Wi-Fi hay Zigbee
[1]. Mot wu diém ndi bat cua NB-IoT 13 kha
nang hd trg hang chuc nghin thiét bi trong ciing
mot khu vue phi song, rat phit hop véi cac hé
théng giam sat phan tan nhu cam bién byi min
(PM2.5/PM10), cam bién UV, cam bién chat
luong dat hodc nude. Viée két hop NB-IoT
v6i cac giao thirc truyén thong nhe nhu MQTT
(Message Queuing Telemetry Transport) giup
t6i wu hoa bang théng va giam thiéu do tré
truyén thong trong cac img dung gidm st tir xa
[2]. Song song véi do, giao thirc LoRa (Long
Range) ciing dugc st dung rong rai trong viéc
thu thap dir liéu & tAng cam bién nhd dic tinh
tiéu thy ning luong thap, pht hop véi cac thiét
bi chay bang pin dat ¢ noi kho tiép can. Viéc
str dung vi diéu khién STM32 dé xir Iy tin hiéu
tir cam bién, két hop véi nén tang vi may tinh
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Raspberry Pi lam trung tdm diéu phdi va xir ly
di liéu cuc bo, dang 1a mo hinh dugc trien khai
nhi€u trong cac h¢ thong IoT hién dai [3].

Trong nghién cru ndy, nhom tac gia
dé xuat mot hé théng giam sat bui min va chi
s6 UV theo thoi gian thuc, ap dung cong nghé
NB-IoT dé truyén dit liéu vé may chu trung tim
thong qua giao thuce MQTT. Dt li€u dugc thu
thap tir cac cam bién dugc truyén 1én Raspberry
Pi bang giao thirc LoRa, xir 1y va hién thi trén
phan mém theo thoi gian thuc [4]. Hé thong
dugc xay dung huéng dén muc tiéu tiét kiém
ning luong, chi phi thap va dé md rong, phu
hop cho trién khai tai cac khu cong nghé cao,
khu cong nghiép hodc khu d6 thi thong minh.

2.NOI DUNG THUC HIEN

Véi quy mo thtr nghiém cta nghién ctu
nay, nhom da tién hanh khéo sat vi tri lép dat,
bd tri trién khai xay dung hé théng; lva chon
thiét bi phu hop dat chuan dé thi cong; xac dinh
vi tri lép dat tai 3 vi tri trong Khu Cong nghé
cao, cac tram cach nhau trong pham vi ban kinh
3km.

NB-loT 4G/5G.
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Hinh 1. M6 hinh két néi, hoat dong cua hé théng

2.1. Tich hgp module Lora cho cac tram va
phat trién phin mém giao thirc mang cho
phép truyén dir liéu thong sudt dén may chi
dir liéu thong qua NB-IoT Gateway

Cong nghé LoRa véi uu diém vé tim
phu song xa, ti€u thu nang luong thap va kha
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ning hoat dong on dinh trong méi truong do thi
phtrc tap cho thdy tiém ning 16n trong viéc trién
khai cac tram gidm sat moi truong quy mo rong.
Bén canh do, vi¢c phat trién Gateway NB-IoT
thé hé moi tich hop module LoRa da gop phan
tao nén mot kién trac mang thong sudt, cho phép
dit lidu tir cac tram cam bién duoc truyén tai
nhanh chéng va 6n dinh vé méy chu di liéu, qua
d6 hd trg hidu qua cho cong tac gidm sat, phan
tich va dua ra cac canh bao kip thoi.

T mo hinh két n6i 3 tram va bo truyén
nhan Gateway LoRa NB-IOT 4G, nhom nghién
ctru xay dung so d6 nguyén 1y tram (IoT node)
nhu hinh 2. Tram IoT Node thiét ké bao gom
MCU chinh 1a STM32 chay tiét kiém dién
ning, nhung van dap tmg duoc thu thap va
truyén dan. Chuén truyén dir liéu dugc chon ¢
day 1a Lora. Vi diéu khién s& c6 cac két nbi co
ban dé két ndi cac loai cam bién va dit liu dau
vao co ban: UART, 12C, SPI, I/0O, CAN BUS,
PWM, ADC, va USB.

()

Hinh 2. So dé nguyén Iy IoT node

Chuong trinh trén STM32 dugc thiét ké
dua trén mo hinh Finite State Machine (FSM)
nhu so dd duéi day:

Hé théng tap trung thu thap dir liu tur
cac cam bién UV, bui min (PM2.5/PM10) va
A% su dung kién truc software timer 100ms

Batte!
dua ‘gen hardware timer STM32 dé can bang

giita hiéu sut va tiét kiém ning luong. Vé kién
tric timer, chung t6i &p dung moé hinh software
timer dua trén hardware timer cua STM32.
Tan sb clock dau vao la 8MHz, dugc chia bai
prescaler = 7999 va Auto-Reload Register
(ARR) = 99, din dén tan sb interrupt thuc té
la 10Hz — tuong duong voi chu ky 100ms cho
moi tick. Dit lidu sau xur 1y duoc tmyén qua
glao thirc LoRa dén gateway, dam bao két n6i
6n dinh va tiéu thu dién thap trong méi truong
IoT [5], [6].

Thiét ké st dung mo hinh FSM giup
quan Iy trang thai rd rang, ting do tin cdy, dé
mé rong va hd tro ché do tiét kiém nang luong
cia vi diéu khién. Giao thic LoRa mang lai
hiéu suét truyén xa, chdng nhiéu tét va phi hop
voi cac Uing dung giam sat moi trudng hodc
nong nghlep [7]. He thong co chi phi thap, hnh
hoat cao, dé trién khai trén quy mo 16n nho nén
tang STM32 gia ré phu hop khi mé rong ra doi
v6i nhiéu tram.

‘ SIM7080G Cat-M/NB-loT HAT |

Hinh 3. So do Gateway tich hop NB-IoT

Trén Raspberry Pi — trung tam xur ly
cua [oT Gateway — chuong trinh st dung ngén
ngit Python dé giao tiép voi module NB-IoT
(SIM7080) va dong bo dir liéu nhan tir LoRa
qua UART (AtomLite ESP32). NB-IoT dung
mang Viettel ddm bao phu séong manh, cho
phép reset két ndi khi mang khong 6n dinh.

Kién triic chuong trinh str dung da ludng
(thread) [8], mdi ludng c6 hang doi riéng dé xir
1y dir liéu tir LoRa va chuyén tiép qua NB-IoT
bang giao thitc MQTT [9] 1én CoreloT, thay vi
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guri tryc tiép dén backend dé tranh tiéu ton tai
nguyén do NB-IoT c6 bang thong thap. Dit liéu
duogc giri dinh ky mdi 5 phut, véi hang doi vira
du dé chéng tran va co ché du phong khi gip
16i mang, dam bao tinh 6n dinh va dang tin cay
cho hé théng trong diéu kién IoT thyc té.

*Tw dong héa tac vu véi Shell Script:

Chuong trinh run.sh dugc thiét ké dé tu
dong kiém tra va cai dit cac moi truong can
thiét, tao moi trudng ao va khoi dong ing dung
mot cach on dinh, gitp giam 16i do méi trudng
khong dong nhat va d& trién khai trén nhiéu
thiét bi Raspberry Pi.

Pé dam bao két ndi NB-IoT ludn sin
sang, script tich hop co ché giam sat dinh ky 30
phat/lan. Khi phat hién su ¢6 két ndi, hé thong
s& tr dong ngat MQTT, cho va thir két ndi lai,
ddng thoi reset module. Néu 131 kéo dai qua
3 lan thir, chwong trinh s& ngat hoan toan dé
bao vé dit liéu va thiét bi. Thiét ké nay tdi uu
hiéu suat va ting d6 bén trong moi truong IoT
khong 6n dinh.

2.2. Hién thi di liéu thong s do dwoc Ién web/app

Web/app hoat dong theo nguyén 1y thu
thap, xir ly va hién thi di liéu thoi gian thyc tir cac
tram quan trac, hé théng tu dong thu nhan céc chi
s6 UV, PM2.5 va PM10, truyén vé trung tim qua
giao thirc bao mat va 6n dinh. Dt liéu duoc xir
Iy @ loc nhiéu, chudn héa va tinh toan theo tiéu
chuan, sau d6 hién thi qua giao dién component-
based t6i uu theo thoi gian thue, gitp ngudi ding
dé dang theo ddi xu huéng va danh gia chat lugng
thong tin do duogc.

He¢ thdng canh béo khi phat hién chi sb
vuot ngudng an toan va hd trg nhiéu kénh théng
bao. Nham dam bao tinh lién tuc va 6n dinh, phan
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mém tich hop co ché ty phuc hi, ghi log 16i va ¢6
kién trtic phan tan dé mé rong thém tram maoi ma
khong anh hudng hiéu suat tong the.

2 Kirbtonitoring P B VN T THENG.5060 TUk UV VA B0 i

GQuin Ly Tram Guan Tréc

Hinh 4. Giao dién tac vu quan ly thong tin cdac
tram quan trdac

3. PANH GIA KET QUA

Viéc lua chon cong nghé¢ mang cam
blen khong day phu hO’p phu thude Vao nhiéu
yéu t6 nhu pham vi trién khai, yeu cau vé nang
lugng, chi phi, do tin cay va tdc do truyén dir
liéu. Trong cac tmg dung giam sat moi truong,
cac cong ngh¢ nhu IEEE 802.15.4 va LoRa/
LoRaWAN thuong dugc uu tién nho kha nang
tiét kiém nang lugng va pham vi phi song linh
hoat. Tuy nhién, trong cac tinh hudng yéu cau
tdc do cao hodc truyén dir liéu tir xa, 3G/4G va
WiFi van 1a Iya chon kha thi. Viéc két hop nhiéu
cf)ng nghé trong cting mot hé théng (Mang cam
bién khong day thong suot) la xu hudng phat
trién trong tuong lai nham t&i wu hoa hiéu suit
(toc do dir liéu) va do tin cay (khoang cach
truyén song, ving pha song) ctia hé théng giam
sat moi truong.

et et T T 0 00 T i mep
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Hinh 5. Giao dién hién thi thong $6 cdc tram

quan trdac
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Hinh 6. Két qua dir liéu tir hé thong

Céc gia tri do cua cam bién duoc cap
nhat hoat dong lién tuc va on dinh, mdi chu ky
déu co du 4 loai dir liéu, diéu nay cho thiy hé
thong da t6i wu hoa dong bo thu thap cac dir
li¢u, cac tram hoat dong song song, khong bi
xung dot hodc thiéu dit liéu.

Thong qua qué trinh nghién ctru va danh
gi4, viéc tng dung cong nghé mang cam bién
khong day hién dai, dac bi¢t la cong nghé LoRa
thé hé méi két hop véi Gateway NB-IoT trén
nén tang mang 4G/5G, 1a mot huéng di kha thi
va hiéu qua trong xay dung hé thng IoT phuc
vu gidm sat moi truong tai Khu Cong nghé cao
Thanh phé H6 Chi Minh.

4. KET LUAN

Nghién ctu da thiét ké va trién khai
thanh cong mot hé théng giam sat moi trudng
tich hop cac cam bién do bui min (PM2.5, PM10)
va chi sb burc xa tir ngoai (UV) st dung su Kkét
hop gitta cong nghé LoRa va NB-IoT. Hé thong
dugc xay dung v6i kién triic phan ctng dya trén

vi diéu khién STM32, nén tang Raspberry Pi
va gateway tich hop, dong thoi tmg dung giao
thirc truyén thong MQTT dé dam béo viéc thu
thap, xir Iy va truyén tai dir liéu 6n dinh theo
thoi gian thue. Két qua thir nghiém cho thay hé
théng hoat dong on dinh, duy tri két ndi lién tuc
va cung cap dit liéu do dang tin cay, dong bo tir
nhiéu tram quan tric trong pham vi trién khai.

Piém manh ndi bat cua nghién cuu la
su két hop gitra hai cong nghé truyén thong
hién dai: LoRa véi wu thé truyén xa, tiéu thu
nang luong thap, pht hop cho cac nit cam bién
phan tan; va NB-IoT v6i kha nang phu song
rong, bang thong 6n dinh, thich hop cho truyén
dir lidu tap trung vé may chu. Sy tich hop nay
khong chi tang tinh linh hoat va kha nang mé
rong ma con giam thiéu chi phi van hanh, hira
hen ap dung hi¢u qua trong cac khu cong nghé
cao, khu cong nghiép va cac d6 thi thong minh.
Ngoai ra, viéc phat trién giao dién web/app hién
thi dir li¢u truc quan theo thoi gian thuce gitip
nang cao tinh tmg dung, ho trg ngudi dan va co
quan quan ly trong viéc theo doi va dua ra quyét
dinh kip thoi.

Tuy nhién, nghién ctu cling md ra
nhitng hudng phat trién tiép theo, bao gdm: mo
rong quy mo thur nghiém ¢ cac khu vuc d6 thi
c6 mat do dan cu cao, danh gia do chinh xac cua
cam bién theo chuan qudc té, dong thoi phan
tich hiéu qua kinh té so voi cac hé thong quan
trac truyén théng. Voi nhimg cai tién nay, hé
thdng c6 thé tré thanh mot giai phap cong nghé
bén vimg, gop phan nang cao chit lwong gidm
sat moi truong va hd tro cic chinh sach quan ly
do thi hién dai trong tuong lai.
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- Hinh thanh y tudng va muc tiéu nghién
ctru: Hira Nguyén Ping Thy;

ISSN 2615 - 9910 (ban in), ISSN 2815 - 5505 (online)
TAP CHI CO KHI VIET NAM, S6 335, thang 11 nim 2025
cokhivietnam.vn



NGHIEN CU’U - TRAO BOI

- Thyc hién nghién ctru, thu thap dit liéu,
phan tich dit liéu, viét va chinh sira bai bao: Vii
Ngoc Long, Tran Thanh Hai, Tran Chén Quéc,
Bui Quang Vinh.

Loi cam on:

Bai bao nay 14 san phim cta dé tai NCKH
theo Hop dong So6: 97/2024/HP-QKHCN. ¢

Ngay nhan bai: 06/8/2025
Ngay phan bi¢n: 21/8/2025

Tai liéu tham khao:

[1]. Ratasuk, R.,Mangalvedhe, N., & Ghosh,A.
(2016), “Overview of LTE enhancements
for cellular IoT”. In IEEE 84th Vehicular
Technology Conference (VTC-Fall), pp.
1-5.

Banks, A., & Gupta, R. (2014), “MQOTT
Version 3.1.1”. OASIS Standard.
Augustin, A., Yi, J., Clausen, T., &
Townsley, “A study of LoRa: Long range
& low power networks for the Internet of
Things”, W. M. (2016), Sensors, 16(9),
1466.

Zhenxin Wang, Zhi Deng, Ke Xu, Ping
Zhang & Tao Liu, “Based on Internet
of Things Platform Using NB-IoT
Communication — Low-Power  Weather
Station System”. 13 July 2022, International
Conference on Wireless Communications,
Networking and Applications, Springer.
DOI: https://doi.org/10.1007/978-981-19-
2456-9 65

H. Kumarage, S. Ilayperuma, M.
Calcuttawala, H. Jayathilaka, and
U. Nawinne, “LoRa Sensor Node
Implementation for loT Applications”™. In:
Proc. of IEEE International Conference
on Industrial and Information Systems

[2].
[3].

[4].

[5].

ISSN 2615 - 9910 (ban in), ISSN 2815 - 5505 (online)
TAP CHI CO KHI VIET NAM, S6 335, thang 11 nim 2025

(ICIIS), Peradeniya, 2017, pp. 1-6. DOI:
10.1109/ICIINFS.2017.8300384
R. Li, B. Li, Z. Yang, and R. Yu, “4 LoRa-
based Low-Power Wide-Area Network
Gateway for Industrial IoT”. In: Proc.
of 13th International Conference on
Computational Intelligence and Security
(CIS), Hong Kong, 2017, pp. 497-501.
DOI: 10.1109/C1S.2017.00114
Vanessa Alvear-Puertas, Paul D. Rosero-
Montalvo, Jaime R. Michilena-Calderén,
Ricardo P. Arciniega-Rocha & Vanessa C.
Erazo-Chamorro, “Urban Air Pollution
Monitoring by Neural Networks and
Wireless Sensor Networks Based on
LoRa”. 01 November 2020, Proceedings
of the Future Technologies Conference
(FTC) 2020, Volume 2, Springer. DOI:
https://doi.org/10.1007/978-3-030-63089-
8 59
Ehis, A. T, “Analysis of Multi Threading
and  Cache  Memory Latency in
Multithreaded  Architecture”. Brazilian
Journal of Science, Vol. 3 No. 1, 2024.
https://doi.org/10.14295/bjs.v311.458
Ahmed Samy Moursi, Nawal El-Fishawy,
Soufiene Djahel & Marwa Ahmed
Shouman, “An IloT enabled system for
enhanced air quality monitoring and
prediction on the edge”. Complex &
Intelligent Systems, Volume 7, pages
2923-2947, 2021, Springer nature Link.
DOI: https://doi.org/10.1007/s40747-021-
00476-w
[10].Google map: Sensor Nodes Location
(google.com).

[6].

[7].

[8].

[9].

cokhivietnam.vn



